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Cyber Security is a series of
interconnected & complex
challenges
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Universal Information Security Challenges

Performance of IT Assessments of Enterprise and Automation
networks is unpredictable, delicate, and risky!

* Requires in-depth understandings of:
* Protocols, Devices, and entire Systems

Existing tools:
* bulky, costly, do not meet baselines
* Generic Standards
* Generate too many false positives
Needed:
* Lightweight, Risk Analysis Framework
* Repeatable (Trending / Metrics)
* Gap / Overlap analysis (Functionality / Optimization)
* |dentify exposures (Security / Awareness)
* Business Value Proposition / Procurement

* Simple unified solution for mapping Resilience!




Universal Information Security Outcomes

«Contain, Identify, Control — 100% of Client network Ecosystem
through “multiple source” inclusion

*Overlap / Overlay
*Network Architecture, Network Configuration
*Vulnerability data / Network Mapping
*Traffic / Syslogs / Netmon / Netflow
Integrate existing security appliances
*Network Traffic / System Applications
*Network Vulnerability Management
*Network Architecture / Endpoint
Instantly Locate system / network gaps
*Remediate weaknesses
Isolate Segmentation gaps
*Define actionable mitigations
*Build / Change / Expand / Evaluate
*Network Infrastructure modifications
*Network Segmentations failures
Effective Network Security Posture
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Where is this device in my network?

' —Ii} Tools to fix
* «Howwis ilagenyp uhisgtpieda@iher devices? <> problem
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* +Howmos intenafdingpwiibtivey’firewall rules?
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* Ar&\ily sse wlieymndgaifferenaftbamt other similar devices?
* WHeranis kepdewidiéiad pesritaity to my sensitive data?

* "l just need to meet compliance.”
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NUMBER OF DEVICES PER CVE

TOTAL PERCENTAGE OF LOCATION CVES PER DEVICE

Tué, 24 Jul 20180
:57:43
-

Total % of
Device Location Location
0.30.20 10.20.30.101 1
10.20.24.10 New Location 3.2 %
10.20.24.3 New Location 3.2 %
10.20.24.4 New Location 3.2 %
10.20.24.5 New Location 3.2 %
10.20.24.6 New Location 3.2%
. 10.20.24.9 New Location 3.2%
IPv4 Address: 10.20.30.249 o
e - Log Risk ,
0s: Linux Kernel 2.6 T 10
Last Activity: Mon, 07 Oct s -
2019 16:31:26 GMT - Protocol

Protocols

).20.30.23 /
0/
/ 10 20 30,103

General Packets Ports Connections Logs History Notes

Critical | Apache Tomcat / JBoss EJBInvokerS et / JMXInvokerServlet Multiple Vulnerabilities
High SSL Version 2 and 3 Protocol Detection
High JBoss Enterprise Application Platform doFilter() Method Insecure Deserialization RCE

Medium | SSL Medium Strength Cipher Suites Supported
Medium | SSL Certificate Cannot Be Trusted

Medium | SSL Self-Signed Certificate

Medium | SSLv3 Padding Oracle On Downgraded Legacy Encryption Vulnerability (POODLE
Low SSL RC4 Cipher Suites Supported (Bar Mitzvah)

| 10.20.30.111

Info HTTP Server Type and Version
Info ICMP Timestamp Request Remote Date Disclosure
Info SSH Server Type and Version Information

/

10.20.30
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CLAW 2.32.4

Source Addresses

0.0.0.0/0

Destination Addresses

OP - Grassy ...

€3 ethemet1/3
4 ) ethernett/4

(3 ethernet1/5
) ethernet1/6

‘ I

¥, 0.0.0.0

< Vulnerability Details

Synopsis: Any to Any Permitted
Severity: Low

Affected Interfaces: ethernet1/11 (1), ethernet1/13 (1), ethernet1/2 (13),
ethernet1/3 (2), ethernet1/4 (1), ethernet1/5 (1), EICTISINE. cthernet1/8 (1),
ethernet1/9 (1)

NI

Description

Allowing access to all destinations provides access to all the hosts inside the
perimeter, including the firewall itself, and to all Internet hosts. Traffic should be
carefully filtered to meet the organization's requirements.
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