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Cyber Security is a series of 
interconnected & complex 
challenges
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Outline of Use Cases

Business Objectives
Political/Regulatory 

Subfunctions
Interoperability
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Typical SIEM interfaces when they’re 
being marketed.  “Pretty screens” 
appear to make cyber security simple.  
These are great for executive 
summaries and seeing trends.



Actual screens SOC analysts use to 
do their daily job.  

THE GAP: Current products only 
report threats based on feeds and 
AI applied to those feeds.  They 
don’t take into account network 
design flaws, policy changes, 
organizational complexity, and 
deep communication path issues. 
Most AI is really algorithms 
applied to specific use cases.   



FALSE POSITIVES are 
breaking our 
organizations. 

SOC analysts have become 
“ticket responders” 
answering alert tickets 
rather than investigating 
weaknesses in our 
networks.
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Universal Information Security Challenges

• Performance of IT Assessments of Enterprise and Automation 
networks is unpredictable, delicate, and risky!

• Requires in-depth understandings of:

• Protocols, Devices, and entire Systems
• Existing tools:

• bulky, costly, do not meet baselines

• Generic Standards 

• Generate too many false positives

• Needed: 
• Lightweight, Risk Analysis Framework

• Repeatable (Trending / Metrics)

• Gap / Overlap analysis (Functionality / Optimization)

• Identify exposures (Security / Awareness)

• Business Value Proposition / Procurement

• Simple unified solution for mapping Resilience!



Universal Information Security Outcomes
•Contain, Identify, Control – 100% of Client network Ecosystem 

through “multiple source” inclusion

•Overlap / Overlay 

•Network Architecture, Network Configuration

•Vulnerability data / Network Mapping

•Traffic / Syslogs / Netmon / Netflow

•Integrate existing security appliances

•Network Traffic / System Applications

•Network Vulnerability Management

•Network Architecture / Endpoint

•Instantly Locate system / network gaps

•Remediate weaknesses

•Isolate Segmentation gaps

•Define actionable mitigations

•Build / Change / Expand / Evaluate

•Network Infrastructure modifications

•Network Segmentations failures

•Effective Network Security Posture



CLAW - a 3D Virtual Cyber Solution
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SIEM

Logs

Threat Data & 
Security Tool’s Logs

SOC 
Analyst

Acts as a search engine
For log data.

Tools to test 
problem

Tools to fix 
problem

OTHER CRITIAL QUESTIONS NOT BEING ANSWERED
• Where is this device in my network?
• How is it communicating to other devices?
• Is it functioning at optimal performance?
• How is interacting with my firewall rules?
• What protocols is the device using?
• Are these elements different than other similar devices?
• Where is this device in proximity to my sensitive data?

COMPLEXITY = SLOW & EXPENSIVE

Too many false 
positives

• “We have too many products”
• “I don’t even know if we are using the tools correctly.”
• “Too many false positives”
• “I am not buying another security tool, EVER!”
• ”My security budget is out of control.”
• ”I can’t keep qualified people.”
• ”I just need to meet compliance.”

Problem Analysis
FUTURE- is NOW!
#thechallenge

“We treat security as device-centric weaknesses”

Problem Validated



Security Tools Alerts

Patching Alerts

Protocol Usage

Deception TechnologySimilarity of Alerts 
across devices

Proximity to Perimeter

Proximity to Sensitive DataFirewall Rules Alignment 
& Accuracy

LENSES

Problem Analysis
FUTURE- is NOW!
#thechallenge
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CLAW - a 3D Virtual Cyber Solution



Tree View
Org, Location, 

Netblock, Subnet, 
Device

Defence In Depth 
Lens Canvas

Interactive Nodes

Select from multiple “lenses” and 
Models to animate the dataset





Major Financial Group 

100+ network appliances, 
• various maturity / vendors

5,000+ devices 
• Real-time communications
• “Always On” mentality 

Successes:
• Talented team 
• Shareholder buy-in
• Heavy security investment

Challenges:
• Heavy Security investment
• Security Posture alignment



Provincial Wide Healthcare network

Situation:
• 14,000+ distributed networks, 4x Network Devices
• Common ports: Web, RDP, SQL
• 5M+ System Users annually

Successes:
• Firm grasp on discovery
• Device / Application Segmentation

Challenges:
• Compliance (Certification / Accreditation
• Unknown routes within the network



Major Canadian Energy Utility

Situation:
• Mesh of Enterprise / Control System networks
• Intertwined IT / OT protocols
• 10,000+ network devices over multiple continents / locations
• Blurring of assets between multiple stakeholders

Successes:
• Strong networking credentials
• Defence in depth / Microsegmentation
• Clear leadership

Challenges:
• Unknown networks / devices
• Compliance hurdles
• Cultural limitations





cybernetIQ.ca

info@CybernetIQ.ca

(877) 236-6996

CLAW-CE
cybernetiq.ca/register
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