
Copyright © New Signature 2019

Catching and Cleaning Phish
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Protect business critical data
Most security experts agree that email remains the #1 attack vector

emails analyzed every month 
in office 365

of all email traffic 
is spam (Mar ô17)2

increase in ransomware-
infected emails 

(2016-2017)1
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ÅProtect leveraging Machine Learning Models identifying phish lures

Analyses

Millions of 
samples

ML Model

Model generation

Good - Inbox

Bad - Phish action

Applying what we learnedLearning from the good and bad

Base protection
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ÅImplicit Spoof Protection; DMARC; SPF

ÅContent based protection

ÅURL verification against known 

phishing lists

ÅSafety Tips for mails detected as phish

ÅInline Reporting

ÅMachine Learning Models

ÅTime of Click Protection (Safe links)

ÅDetonation of Content

ÅUsers contact graph

Domain Spoof

ÅDMARC, DKIM

ÅSPF

ÅIntra Org spoof

ÅCross domain 

spoof

Compromised

ÅCompromised 

account

Impersonation

ÅLook alike 

domains

ÅDisplay name 

tricks

Content

ÅAttachments

ÅURLs

ÅText

Protect with Office 365 ATP enhanced Anti-phish Capabilities
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Office 365 Phish Protection Stack (Enhanced)
7

Mail Flow Protection Post Delivery
Protection

ATP Safe link Time of click
Protection

ATP ZAP

Sender Authentication 
Checks

Implicit Intra Org Domain 
Spoof Detection

Soon: ATP Implicit External 
Domain Spoof Detection

Soon: ATP User mailbox 
Intelligence

Soon: ATP User 
Impersonation Detection

Soon: ATP Domain 
Impersonation Detection

AV Engine Scan

URL Reputation Scan

New: ATP Attachment 
Detonation for phishing

ATP Heuristic Clustering

Phish Content Analysis 
Heuristics/Rules

ATP Machine Learning 
Models

Multi factor Authentication 
for Office 365

New: Safe link for Internal 
MailNew: ATP  block of 

attachments with bad URLs

New: Windows 10  based 
Rep Scan Enhanced: Safe link for 

Office Clients

ATP Safe link Time of click
Protection

ATP ZAP

Sender Authentication 
Checks

Implicit Intra Org Domain 
Spoof Detection

ATP Implicit External 
Domain Spoof Detection

ATP User Intelligence

ATP User Impersonation 
Detection

ATP Domain Impersonation 
Detection

AV Engine Scan

URL Reputation Scan

ATP Attachment 
Detonation for phishing

ATP Heuristic Clustering

Phish Content Analysis 
Heuristics/Rules

ATP Machine Learning 
Models

Multi factor Authentication 
for Office 365

Safe link for Internal MailATP  block of attachments 
with bad URLs

Windows 10  based Rep 
Scan

Safe link for Office Clients

Client Tips for Suspicious  
Mails

Tenant Block URL for Safe links

Explore malicious submissions 
in Threat Explorer

Monitor for risky user/App 
activity

Threat Explorer

Rich Reports & Insights

Detect & Respond
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Protect your data
ÅAdvanced Threat Protection Safe Attachments: detonating  malicious attachments

Detonation
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Protect : Admins can create enhanced Anti-impersonation settings

https://techcommunity.microsoft.com/t5/Security-Privacy-and-Compliance/Schooling-A-Sea-of-Phish-Part-1-How-Office-365-Advanced-Threat/ba-p/168378

