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The Threat Landscape Has Shifted
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E:a Ransomware

54% of organizations hit
twice on average in 2017

83% agree it has become more
difficult to stop threats
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| Exploits

Most organizations have
no exploit prevention

ASource: The State of Endpoint Security Today Survey 2



The Evolution of a Ransomware Attack

Samsam’s Evolutionary Timeline

B FEBRUARY 2016 BN DECEMBER 2017
Payment sites moved Highest ransom paid,
to the dark web. $64,000 USD.
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Attack Stretched Across Globe

Percentage of SamSam victims by country, as identified by Sophos

Source: SOPHOS
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Percentage of SamSam victims by industry sector
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Percentage of SamSam victims by sector that went public
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SamSam ransom Payments - Total: $5.9 Million USD
January 12" 2016 - July 215t 2018
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Generic Malware

Phase 1 Phase 2 Phase 3
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Ransomware

Phase 1 Phase 2 Phase 3
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CryptojackingMalware
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U.S., UK government websites infected
with crypto-mining malware: report
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