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Threat Intelligence
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What? Where? How?



Feedback Loop
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Feedback Loop
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Deployment
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What data is valuableé

What do you use the data foré.

What are the use casesé.

What prevents you from using the dataé.

Where does it come fromé



What does the intel ñlook likeò?

ï IOCs 

ïEDR rules 

ïYara rules 

Formats
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Company Background: 

Construction and Engineering firm with offices world wide

What they did:

Correlating single source IPôs logging in to domain controllers using multiple user 

accounts. ~10 failed attempts within an hour

In their own words:

ñé actually didn't give us nearly as bad of a FP count as we thought it would. This alert 

has caught nation states and pentesters a total of 4 times over the past year attempting to 

password spray while either internal or externalò

Case Study 1 ïPassword Spraying 
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Company Background:

Large power company in the Southwestern United States

What they did:

Count of unique ports scanned by a single source bucketed by day averaged by a total 

amount over 7 days to create a % chance that it is a "new" port scan or if it's a continued 

automated scan.

In their own words:

ñécaught multiple pentesters who either got in or tried to hit our external networks just 

watching this alertò

Case Study 2 ïPort Scanning
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Company Background:

Large financial company in the United States

How it started:

Office 365 brute force

How it escalated:

Statistical analysis of connections to Office 365 revealed abnormal connection from      

3rd party IT contract company

Case Study 3 - OSINT
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Case Study 3 - OSINT
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