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Who are we?

ÁInformation Security Consultants

ÁWeb Application Penetration Testers

ÁPadawanHackers

HarshalChandorkar Natalia Wadden



How did we get here?  Take a ride with usȣ



ÁPenetration tests executed by vendors include:
ÁSeverity ratings 
ÁRisk ratings
ÁScope
ÁFalse positives
ÁQuality and POC
ÁCost 

Á,ÅÔȭÓ ÓÅÅ ÉÆ ×Å ÃÁÎ ÇÏ ÈÅÁÄ ÔÏ ÈÅÁÄȡ
ÁExecute pentest
ÁAdjust ratings/risks
ÁCapture full scope
ÁEliminate false positives
ÁProvide POCS

Lone Soldier



Ç Interest
ÇDesire to Learn
Ç Perseverance
ÇTechnical Skills Assessment  
ÇTraining:
ÇOpen-Source: FREE (e.g. DVWA, 

Mutillidae, metasploitable, Security 
Shepherd)  

ÇDay-to-day technical challenges (e.g. 
incident handling, etc.)  

ÇHand Holding

Readying the Army on a Shoestring Budget



V Inventory of your Web Applications

- nmap, Recon-ng, WhatWeb, EyeWitnessand a bash script

V Planning  

V Information Gathering  

V Execution of Pentests

V Reporting  

V Artifacts

V Metrics for Sr. Management  

Maturing the Program



Planning
Gathering 

Information
Discovering 

Vulnerabilities
Reporting

Findings 
Walkthrough

ÅWorking with the project team/support team to 
clearly define scope and rules of engagement
ÅObtain written approval
ÅConfirm timing and agree on a schedule

Security Testing Methodology Life Cycle 



WebappPentest Tracking 



Planning
Gathering 

Information
Discovering 

Vulnerabilities
Reporting

Findings 
Walkthrough

ÅCollecting and examining key information
ÅEnvironment Walkthrough
ÅReview prior test results if available
ÅEnvironment Walkthrough
ÅObtain Credentials if required

Security Testing Methodology Life Cycle 



Planning
Gathering 

Information
Discovering 

Vulnerabilities
Reporting

Findings 
Walkthrough

ÅFinding existing vulnerabilities using manual and 
automated techniques
ÅOWASP Top 10
ÅCompany Specific  
ÅBusiness Logic

Security Testing Methodology Life Cycle 



Planning
Gathering 

Information
Discovering 

Vulnerabilities
Reporting

Findings 
Walkthrough

ÅProviding high level findings, detailed report and POC 
evidence
ÅPortswiggerBurp
ÅLogs
ÅSQL Map
ÅXSSer

Security Testing Methodology Life Cycle  



Planning
Gathering 

Information
Discovering 

Vulnerabilities
Reporting

Findings 
Walkthrough

ÅWalkthrough where findings were found
ÅDemonstrate how bad it can be

Security Testing Methodology Life Cycle 



The Dirty Talk About Time & Money

Cost of a vendor automated and/or manual pentestsvs Internal team

~ ? initial test

~ ? retest

~ $2,000 laptop

~ $500.00 memory and ram

~ $450.00 CDN Burp Pro license

~ $0 Kali



ÁFrequently used:

ÁPortswiggerBurpSuiteProfessional   

ÁSQLMap

ÁSupplemental:

ÁXSSer

ÁNikto

ÁOWASP Zap

WebappPentestingTools



ÁCO2
ÁActive Scan ++
ÁCSRF Scanner
ÁCode DX
ÁLogger++
ÁSoftware Vulnerability Scanner
ÁSoftware Version Reporter

A Few Burp Extenders That We Use



WebappPentest Report 



WebappPentestReport



Web Methods
1. Did the tester note the site allows 
ÂÁÓÉÃ ×ÅÂ ÍÅÔÈÏÄÓ ɉÅȢÇȢ Ȱ054ȟ '%4ȟ  
0/34ȟ (%!$ȟ /04)/.3ȟ $%,%4%ȱɊȩ

Reflected Cross-site Scripting
1. Did the tester input a payload?  
2. What was the result? Reflected?  
3. Did the tester view the source?

Sample: WebappPentestFramework based on OWASP Top 10

Clickjacking/Cross Site Framing (XSF)
1. X-Frame-Option ɀset to Deny or 

Same-Origin?
2. HTML iframePOC create? Successfully 

loaded into the site?

CSRF
1. Is the token randomly generated?
2. Did the tester note if CSRF is noted on 

a GET request?
3. Did the tester create an POC HTML file 

to execute on the site?
4. Was the file successfully loaded on the 

site?



Leveraging Burp Extenders With Other Free Tools




