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| Who are we?

A Information Security Consultants
A Web Application Penetration Testers

A PadawanHackers

HarshaIChandorkar Natalia Wadden



| How did we get here? Take a ride wittBus




| Lone Soldier

A Penetration tests executed by vendors include:
A Severity ratings
A Risk ratings
A Scope
A False positives
A Quality and POC
A Cost

A, AOD6O OAA EE xA
A Execute pentest
A Adjust ratings/risks
A Capture full scope
A Eliminate false positives
A Provide POCS




Readying the Army on a Shoestring Budget

s y . : General Network &
Pen Testing Vuln Mgmt Support Hardening Incident Mgmt & Analysis 5
n ‘Self—Assessment Rating Security
0- Basic Conceptual Understanding _
D@, sesinner —

2 - Intermidiate

3 - Advanced

basic understanding of basic understanding of |basic understanding of basic understanding of |basic understanding of
g I e intent / purpose intent / purpose intent / purpose intent / purpose intent / purpose

O O O

is familiar with general |understands CVE understands purpose / understands purpose and |knowledge of established
g Tr framework / nomenclature and CVSS |intent of hardening, can |intent of incident mgmt  |technologies / practices
methodologies, industry |terminology identify / determine processes (e.g., firewall, IDS/IPS, AV,
technology relevant ownership of Hub, DMZ, MPLS) and best
g is familair with industry |[technology can support basic practices in useage
can perform basic static |[tools / technology (e.g., investigation and

website test and produce |[Qualys, HP Fortify), analaysis without takes the initiative to
report industry sources / guidance improve knowledge and

practices supporting understanding
understands principles |vulnerability

around validation of identiification / scanning

findings vs identification '
< of findings through tool |can explain documented

findings (e.g., from secure

I code review results,

C Hand Holding




| Maturing the Program

V' Inventory of your Web Applications
- nmap, Reconng, WhatWeh EyeWitnessand a bash scrip.

\/ Planning©

V' Information Gathering

\V Execution ofPentestsX i ‘
V' Reporting ‘ ﬁ

V' Artifacts Q

\/' Metrics for Sr. Management



| Security Testing Methodology Life Cycle

Findings
Walkthrough

Gathering Discovering
Information Vulnerabilities

Reporting

Planning

A Working with the project team/support team to
clearly define scope and rules of engagement

A Obtain written approval

A Confirm timing and agree on a schedule



| WebappPentest Tracking

ws [ cal PR pecple W fin
All Pentests
Select Year:

Is Test Test
Name Cycle Qtr Approved? Type Comment

Annual  Business approval obtained, awaiti ‘ppr-:w'al_, awaiting -approval and awaiting ChangeTicket

Awaiting business approval, credentials and Changeticket

17:00:00 Project  Test not approved until October 18, 2017 - shortened pentest

Project

09:00:00 ‘ Annusl ;\;t;igtp pentest has been cancelled as Akamai is blocking the site and preventing it from a proper webapp
Webapp pentest has been cancelled as Akamai is blocking the site and preventing it from a proper webapp

09:00:00 09:00:00 J Annual _
pentest




| Security Testing Methodology Life Cycte

Findings
Walkthrough

Gathering Discovering
Information Vulnerabilities

Reporting

Planning

A Collecting and examining key information
A Environment Walkthrough
A Review prior test results if available

A Environment Walkthrough

A Obtain Credentials if required



| Security Testing Methodology Life Cycte

Findings
Walkthrough

Gathering Discovering
Information Vulnerabilities

Reporting

Planning

A Finding existing vulnerabilities using manual and
automated techniques

A OWASP Top 10

A Company Specific

A Business Logic



| Security Testing Methodology Life Cycte

Gathering Discovering
Information Vulnerabilities

Findings
Walkthrough

Planning

Reporting

A Providing high level findings, detailed report and POC
evidence

A PortswiggerBurp

A Logs

A SQL Map

A XSSer



| Security Testing Methodology Life Cycte

Gathering Discovering
Information Vulnerabilities

Findings
Walkthrough

Planning

Reporting

A Walkthrough where findings were found
A Demonstrate how bad it can be



| The Dirty Talk About Time & Money

Cost of a vendor automated and/or manuyeantestsvs Internal team

~ “Initial test = laptop

~ retest = memory and ram

= CDN Burp Pro license
~$0 Kall




| WebappPentestingTools

A Frequently used:
A PortswiggerBurpSuiteProfessional
A SQLMap
A Supplemental:
A XSSer
A Nikto
A OWASP Zap



| A Few Burp Extenders That We Use

ACO2

AActive Scan ++

ACSRF Scanner

ACode DX

ALogger++

ASoftware Vulnerability Scanner
ASoftware Version Reporter



| WebappPentest Reportt

Fentest Details and Results
Application Mame
LURL
start and End Date
Requirement Project Retest - C2
Lead Tester: Tester 1
Site Status

Autocomplete Not Disabled

Strong Passwords Not Enforced

Username Enumeration <not fully tested>
Cross-site Scripting (X55)

SAL Injection (SQLI)

Email Functionality Abuse
Clickjacking/Cros=s-site Framing | X5F)
Information Leakage through Hidden Directories
Information Leakage through Application Errors
Information Leakage through Verbose Error Mezszages
Information Leakage in HTML Comments
'HTTPORly' Flag Mi=s=sing on Cookies

‘zecure' Flag Mizs=sing on Cookies

Session Fixation

S5L Mot Emabled

Strong SSL Ciphers Not Enforced

Insecure HTTP Methods Are Enabled




WebappPentestReport

Company Specific

CSRF

CORS

Host header poisoning
Outdated Libraries
Business Logic Failure

Configuration Parameters

MNotes

Shadow Lead Tester:

Testers:

External =ite links were not tested

Details:

1. Outdated jquery 1.9.1 s

2. Vulnerable version of Apache Tomcat
version 7.0.75 found. Identified
Vulnerabilities CVE-2017-5648

284, CVE-2017-5647 200

3. Host header poisoning along with X535
found.

Mone




I Sample:WebappPentestFramework based on OWASP Top 10

Web Methods ClickjackingCross Site Framing (XSF)
1. Did the tester note the site allows 1. X-FrameOptionz set to Deny or
AAOEA xAA [T AOET AO jSABeOBgin®054h ' %4h
0/ 34h (%! $h [ 04) / .23HTMSfEMeBRAOCwdeqte? Successfully
loaded Iinto the site?

Reflected Crossite Scripting

1. Did the tester input a payload? CSRF
2. What was the result? Reflected? 1. Is the token randomly generated?
3. Did the tester view the source? 2. Did the tester note if CSRF is noted on

a GET request?

3. Did the tester create an POC HTML file
to execute on the site?

4. Was the file successfully loaded on the
site?



Leveraging Burp Extenders With Other Free Tools

Burp Intruder Repeater Window Help

Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts T Additional Scanner Checks ]
coz2 CSRF Headers Analyzer Deserialization Scanner Logger++ T Reflection T Sentinel T Code Dx T CSurfer SpyDir T Software Vulnerability Scanner T Versions

SDLMapperT Laudanum I User Generator T Name Mangler T CeWlLer T MasherI BasicAuther T Misc. T About |

21
. ® hc — root@gremlin: ~ — ssh -i harshalc root@10.0.1.3 — 191x31

rnnt@gremlin:m—u "hitp://10.8.1.35: 88/DVNASvulnerabilitiess/sqlis/"' --doto="id="%""1%screfSubmit=Submit' --level=3 --risk=3 -b --dbs --cookie='security-medium;player-61646d606e=35;PHPS][BE

ESSID=q9%nukbnd23igFdiglhgmhdahy;’
The command is generated by the burp extender

1.1.10#=table

[17 legal disclaimer: Usage of sglmap for attocking targets without prior mutunl consent is illegal. It is the end user's responsibility to obey all applicoble local, stote ond federal lows.
Developers assume no liability and are not responsible for any misuse or domoge coused by this program

[*] starting ot @5:83:81

[ Detection T Techniques T Injection T Enurneration T General/Misc. T Connection ]

] datahases ] banner [ is dba ] roles

] tahles ] current db [] users [] comments
] columns ] hostname ] passwords ] privileges
] count ] schema |_J current user

] dump

Set limits:

Pin to Database: Pin to User:

Pin to Table: Pin to Column:

Where:

Start Entry: Stop Entry:

Firet Mhar- | act Mhar-

B root@gremlin: ~ E Burp Suite Professional... | @ Vulnerability: SQL Injec...




€ Applications Places System @ JG‘ @Tue Nov 7,05:32
Burp Suite Professional v1.7.27 - Temporary Project - licensed to Manulife Financial [single user license] -+ X

Burp Intruder Repeater Window Help

coz T CSRAF T Headers Analyzer T Deserialization Scanner T Logger++ T Reflection T Sentinel T Code Dx T CSurfer T SpyDir T Software Vulnerability Scanner T Versions
Target T Proxy I Spider T Scanner T Intruder I Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options I Alerts T Additional Scanner Checks

Target: http://10.0.1.35 |i’J |£J

_[ Raw T Params T Headers T Hex ]

_[ Raw T Headers T Hex T HTML T Render ]

GET /DVWwWA/vulnerabilities/xss_r/Tname=test HTTR/1.1

Host: 10.0.1.35

User-Agent: Mozillas5.8 (Windows NT 6.1; WOWed) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/55.0.2883.87 Safari/537.36

root@sc8dpmtgleycvledtlvwmw2ehSnzmdrsg. burpcollaborator.net

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://adrmgduyZozuw]Tguiwenedwinchnmgaf.burpcollaborator.net/ref

HTTP/1.1 200 OK

Date: Tue, 07 Nov 2017 10:32:21 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-lubuntud.22
Expires: Tue, 23 Jun 2009 12:00:08 GMT
Cache-Control: no-cache, must-revalidate
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 5158

Cookie: security=Llow: player-61646d696e=35; PHPSESSID=g9knuk&nd23gfd2glhgmhdohvs Connection: close

Connection: close Content-Type: text/html;charset=utf-5&
Upgrade-Insecure-Requests: 1
Cache-Control: no-transform
Client-ip: spoofed.ahvmudyybo3u@jbgy3fere?wmnshrmsah.burpcollaborator.net <IDOCTYPE html PUBLIC "-//W3C//DTD XHTML
¥X-Real-IP: spoofed.lmodzvipbf8l5agh3uSSwScnrexBwdyln.burpcollaborator.net "http://www.w3.org/TR/xhtm11/0TD/ xhtml]-5
¥-Forwarded-For: spoofed.zrub4t8ngddja8lf8sa3l3hlwc26lb5zu.burpcellaborator.net
Contact: root@tlvSenihg7ndk2v9imkxbxrféecicg2er.burpcollaborator.net

From: root@3zifcxgrohlnictjgwi797ppdgaaaldloqg.burpcollaborator.net
True-Client-IP: spoofed.9x7la3dexmnjtgirpe?gd7dnvZmBg86Bup.burpcollaborater.net zhead=
X-Wap-Profile: http://gwgsPad4luiffpgwddfkekm21t7n7de1lp.burpcollaborator. net/wap. xml
Forwarded:

for=spoofed.8]skw20wdm5s2hdo0l2ctcIuolufusotd. burpcollaborator.net: by=spoofed.8jskw20wBmss2 =title=Vulnerability: Reflected Cross Site Scripting (X55%) :: Damn
hdof12ctcIuolufuSotd. burpcollaborator.net; host=spoofed.8]skw2BwBm5s2hdofl12ctcOuolufuSotd. bu Vulnerable Web Application (DVWA) wl1.10 *Development*=/title=

rpcollaborator.net

<html xmlns="http://www.w3.0rg/1999/xhtml">

«meta http-equiv="Content-Type" content="text/html; charset=UTF-8"

=link rel="stylesheet" type="text/css" href="../../dvwa/css/main.css" /=
=link rel="icen" type="\1image/ico" href="../../favicon.1ico" /=

<script type="text/javascript" src="../../dvwa/js/dvwaPage.js"»></script>

= -
v =/head= v

L2l = ||+ || = Type a search terr 0 matches | 2 M| = Type a search terr 0 matches

5,485 bytes | 2 millis

Done

& root@gremlin: ~ @ Vulnerability: Reflected... || Burp Suite Professional... payloads |.g, root@gremlin: ~




