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A new paradigm for physics:
guantum mechanics




A new paradigm for computation:
guantum computation




What is a quantum computer?

What is a classical computer?

A device that encodes information in an array
of bits, and can manipulate those bits according
to simple rules.
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“I’'ve always wanted to peak under the hood
of one of these bad boys.”



New feature:
superposition/parallelism

A physical system that can exist in two or more distinguishable states can in a
special way embody all the distinguishable states at the same time

i
0 01011
0@404064000111101C 01010101110
110444 10019
i
0 0 T g
_ _ 0 0 1 11 ' o
p— ) Adia 1 r 1 00
1 o111110F m
o171 10111100000 100101
100( 111( 1
1 1 1 101
" 0 00111 11101
00l 10110110101100001110
‘ 10101011101010101000010001
0.7071 ' ~0.7071 ‘




0.121 - 0.875
-0.242 +0.000

+0.000 +0.000
- 0.019 +0.401



Simulating quantum bits with classical bits

e Describing n qubits in a classical computer in this way uses more than 2"

bits of memory.
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What are guantum computers good for?

"Global" patterns: Seeing the forest without observing the
trees.

Example:

The sequence 34, 12, 54, 38, 57, 34, 12, 54, 38, 57, 34, 12,
... has a period of length 5.

Imagine a sequence with an astronomically large period.



Example

With a handful of quantum glimpses:

“length of period = 729672482463

“any specific value In the sequence = 7?7?77~



Applications:
studying materials and chemicals




Applications: Searching and Optimizing




New feature:
Eavesdropper detection




Quantum Cryptography
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Free-space Quantum Cryptography

Thomas Jennewein et al., Smiths Falls, Ontario, Canada, Sept. 2016
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New paradigm brings new possibilities

Designing Optimizing Sensing and Secure What
new measuring communication else???
materials,

drugs, etc.



But... while in the old paradigm

Encrypting is easy. Codebreaking is hard.



...In the quantum paradigm

Encrypting is easy. Codebreaking is easy!



Cyber attacks
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How secure will our current crypto

Algorithm

RSA-1024
RSA-2048

ECC-256
ECC-384
AES-128
AES-256

algorithms be?

Key Length

1024 bits
2048 bits

256 bits
384 bits
128 bits
256 bits

Security level
(Conventional
Computer)

80 bits

112 bits
128 bits
192 bits
128 bits
256 bits

Security level
(Quantum
Computer)

~0 bits
~0 bits
~0 bits
~0 bits
~64 bits
~128 bits



What will be affected?

Products, services, business functions that rely on security products will
either stop functioning or not provide the expected levels of security.

RSA, DSA, DH, ECDHY
ECDSA,...

AES, 3-DES, SHA, ...




Do we need to worry now?

Depends on:

« X = security shelf-life

¢ Y = migration time

« Z =collapse time

“Theorem”: If X +Y > Z, then worry.
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Why do we need to worry now?

* X =security shelf-life (required security time horizon)
* Y = migration time (planning and full implementation)

* Z = collapse time (time to development of quantum
capability)

“Theorem”™ If X +Y > Z, then worry.

Targeting existing encryption key systems = unlocks everything using legacy capabilities

2017 2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2029 2030 2031
Z = “Time to Invention”

Y=Implementation =Security Time Horizon
org (5.y15) (5 yrs)
A
_ . =Security Time Horizon
org Y=Implementation (204+ Years)

B 10 yrs




Bottom line

Fact: If X+Y>Z, then you will not be able to provide the
required X years of security.

Fact: If Y>Z then cyber systems will collapse in Z years
with no quick fix.



Building a large quantum computer

REVIEW

Superconducting Circuits for Quantum
Information: An Qutlook

M. H. Devoret™® and R. ]. Schoelkopf™*

SCIENCE VOL 339 8 MARCH 2013



Towards a fault-tolerant design

IARPA [July 2015]: “BAA Summary — Build a logical qubit
from a number of imperfect physical qubits by combining
high-fidelity multi-qubit operations with extensible
integration.”

Several leading groups internationally have reported
receiving awards.



What | don’t worry about

e How big of a number has been quantumly factored to
date [wrong benchmark]

e “Quantum computing” approaches that do not have a
path for fault-tolerantly implementing quantum
algorithms that are known to threaten cryptography (e.g.
“adiabatic guantum computers”) [not a known threat]



What is ‘Z’?
Mosca:

[Oxford] 1996: “20 qubits in 20 years”
[NIST April 2015, ISACA September 2015]:
“1/7 chance of breaking RSA-2048 by 2026, ¥ chance by 2031”

Microsoft Research [October 2015]: Recent improvements in
control of quantum systems make it seem feasible to finally
build a quantum computer within a decade. ...Use of a
quantum computer enables much larger and more accurate
simulations than with any known classical algorithm, and will
allow many open questions in quantum materials to be
resolved once a small quantum computer with around one
hundred logical qubits becomes available.



Quantum-safe cryptographic tool-chest

conventional quantum-safe + quantum cryptography
cryptography

a.k.a. Quantum Resistant Algorithms

(QRA) or Post-Quantum Cryptography

Deployable without quantum *Requires some quantum technologies
technologies (less than a large-scale quantum

*Believed/hoped to be secure computer)

against quantum computer attacks  *Typically no computational assumptions
of the future and thus known to be cryptographically

secure against quantum attacks

Both sets of cryptographic tools can work very well
together in quantum-safe cryptographic ecosystem



Security Is a choice
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4th ETSI-IQC Workshop on
Quantum-Safe Cryptography
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Managing the quantum risk

* We need to assess x,y and z for the range of information assets
and business functions.

X/ + \BL > 7/ “required to

\_/ minimize losses

Security Viigration Collapse
Shelf life Time Time
Acting now will
x + y < 2 ; avoid losses

Proprietary Information of evolutionQ Inc. r’




Assessing and managing ‘y’

This is the part we have control over
Leverage existing risk mitigation policies, procedures, and processes.

Manage community and technical challenges to deploying quantum-
safe cryptography.

Consider “hybrid” approaches to retain robustness of tools protecting
against today’s threats while introducing new tools designed to
protect against the future quantum threat.



openquantumsafe.org
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Thank you!

e Comments, questions and feedback are very welcome.

Michele Mosca

University Research Chair, Faculty of Mathematics

Co-Founder, Institute for Quantum Computing www.igc.ca/~mmaosca
Director, CryptoWorks21 www.cryptoworks21.com

University of Waterloo

mmosca@uwaterloo.ca

Co-founder and CEO
evolutionQ Inc. www.evolutiong.com
michele.mosca@evolutiong.com
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