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Vulnerability 

 

Vulnerability is a flaw in the system that could 
provide an attacker with a way to bypass the 

security infrastructure. 
 



Example Vulnerability 



Exploit 

 
An exploit, on the other hand, tries to turn a 

vulnerability (a weakness) into an actual way to 

breach a system 



Example Exploits 



Example Exploit Frameworks 



Exploit Kit 

Exploit kits are toolkits that are used for the purpose of 

spreading malware. They 

automate the exploitation of client-side vulnerabilities, 
come with pre-written exploit code and the kit user 
does not need to have experience in Vulnerabilities or 
Exploits. 
 



Exploit Kit 

Image: http://www.microsoft.com/security/portal/mmpc/threat/exploits.aspx 



Exploit Kit 



Example Exploit Kits 
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2015 Exploits 



2015 Exploits: Remote vs. Local 



2015 Exploits: Remote vs. Local 
REMOTE LOCAL 

CVE-2015-0349:  Adobe Flash Player APSB15-06 Multiple 
Remote Code Execution Vulnerabilities 

CVE-2015-2789: Foxit Reader CVE-2015-2789 Local Privilege 
Escalation Vulnerability 

CVE-2015-2545:  Microsoft Office CVE-2015-2545 Remote Code 
Execution Vulnerability 

CVE-2015-2219: Lenovo System Update 'SUService.exe' CVE-
2015-2219 Local Privilege Escalation Vulnerability 

CVE-2015-0014:  Microsoft Windows CVE-2015-0014 Telnet 
Service Buffer Overflow Vulnerability 

CVE-2015-0002: Microsoft Windows CVE-2015-0002 Local 
Privilege Escalation Vulnerability 

CVE-2015-1635:  Microsoft Windows HTTP Protocol Stack CVE-
2015-1635 Remote Code Execution Vulnerability 

CVE-2015-0003: Microsoft Windows Kernel 'Win32k.sys' CVE-
2015-0003 Local Privilege Escalation Vulnerability 

CVE-2015-0273:  PHP CVE-2015-0273 Use After Free Remote 
Code Execution Vulnerability 

CVE-2015-1515: SoftSphere DefenseWall Personal Firewall 
'dwall.sys' Local Privilege Escalation Vulnerability 

CVE-2015-5477: ISC BIND CVE-2015-5477 Remote Denial of 
Service Vulnerability 

CVE-2015-1328: Ubuntu Linux CVE-2015-1328 Local Privilege 
Escalation Vulnerability 

CVE-2015-2590:  Oracle Java SE CVE-2015-2590 Remote Security 
Vulnerability 

CVE-2015-1701: Microsoft Windows CVE-2015-1701 Local 
Privilege Escalation Vulnerability 

CVE-2015-2350: MikroTik RouterOS Cross Site Request Forgery 
Vulnerability 

CVE-2015-3246: libuser CVE-2015-3246 Local Privilege 
Escalation Vulnerability 

CVE-2015-0802: Mozilla Firefox CVE-2015-0802 Security Bypass 
Vulnerability 

CVE-2015-1724: Microsoft Windows Kernel Use After Free CVE-
2015-1724 Local Privilege Escalation Vulnerability 

CVE-2015-1487: Symantec Endpoint Protection Manager CVE-
2015-1487 Arbitrary File Write Vulnerability 

CVE-2015-2360: Microsoft Windows Kernel 'Win32k.sys' CVE-
2015-2360 Local Privilege Escalation Vulnerability 

CVE-2015-4455:  WordPress Aviary Image Editor Add-on For 
Gravity Forms Plugin Arbitrary File Upload Vulnerability 

CVE-2015-5737: FortiClient CVE-2015-5737 Multiple Local 
Information Disclosure Vulnerabilities 



2015 Exploits:  
84% can be compromised Remotely 



2015 Exploits: Remote vs. Local 



Lateral Movement 

http://about -threats.trendmicro.com/cloud-content/us/ent-primers/pdf/tlp_lateral_movement.pdf 


