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Risk and Priority
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Vulnerability

Vulnerabilityis aﬂ aW In the system that could

provide an attacker with a way to bypass the
securityinfrastructure.
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Example Vulnerability

FaX Adobe Security Bulletin -~ X

€« C ff @htt

Adobe Security Bulletin

Security updates available for Adobe Flash Player

Release date: January 27, 2015

Vulnerability identifier: APSB15-03

Priority: al
CVE number: CVE-2015-031, CVE-2015-0312

Platform: All Platforms

Summary

Adobe has releazed security updates for Adobe Flash Player for Windows, Macintosh and Linux. These
updates address vulnerabilities that could potentially allow an attacker to take control of the affected
system.

Adobe is aware of reports that CVE-2015-0311 is actively being exploited in the wild via drive-by-
download attacks against systems running Internet Explorer and Firefex on Windows 8.1 and below.
Adobe recommends users update their product installations to the latest versions:

Users of the Adobe Flash Player desktop runtime for Windows and Macintosh should update to
Adobe Flash Player 16.0.0.296.

Users of the Adobe Flash Player Extended Support Release should update to Adobe Flash Player
13.0.0.264.

Users of Adebe Flash Player for Linux should update to Adebe Flash Player 11.2.202.440.

Adobe Flash Player installed with Google Chrome, as well as Internet Explorer on Windows 8.x, will
automatically update to version 16.0.0.296.

Affected software versions

» Adobe Flash Player 16.0.0.287 and earlier versions

* Adobe Flash Player 13.0.0.262 and earlier 12.x versions

» Adobe Flash Player 112202 438 and earlier versions for Linux
To verify the version of Adobe Flash Player installed on your system, access the About h Player
page, or right-click on content running in Flash Player and select "About Adebe (or Macromedia) Flash
Player" from the menu. If you use multiple browsers, perform the check far each browser you have
installed on your system.

Solution

Adobe recommends users update their software installations by following the instructions below:

» Adobe recommends users of the Adobe Flash Player desktop runtime for Windows and Macintosh
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Exploit

An exploit, on the other hand, tries to turn a
vulnerability (a weakness) into an actual way to

breachs sysem
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Example Exploits

[ Exploiting CVE-2015-031" x Y.}

€5 Cfle

Adobe Flash Player Bytel x

3/04/exploiting-cve-2(7% @ E1 B = = C M & https//www.exploit-db.com/expl

//blog.coresecurity.com/2015,

EXPLOIT = =
DATABASE -
SECURITY

Thinking Ahead.

Adobe Flash Player ByteArray
UncompressViaZlibVariant Use
Menu After Free

Exploiting CVE-2015-0371: A Use-After-Free in Adobe EDBAD: 26560 B 20150511 | OSVDBAD. 117408
Flash Player

Verified: @ Author: Published: 2015-
March 4, 2015 by Francisco Falcon metasploit 03-12
Download Exploit: [ Source Download Vulnerable App: N/A
At the end of January, Adcbe published the security bulletin APSA15-01 for Flash Player, which EiEE
fixes a critical use-after-free vulnerability affecting Adobe Flash Player 16.0.0.287 and earlier o
versions. This vulnerability, identified as CVE-2015-0311, allows aftackers fo execute arbitrary
code on vulnerable machines by enticing unsuspecting users to visit a website serving a « Previous Exploit Next Exploit »
specially crafted SWF Flash file. 4
# This module requires Metasploit: http://metasploit.com/d
. . . # Current source: https://github.com/rapid7/metasploit-fra
The vulnerability was first discovered as a zero-day being actively exploited in the wild as part of #3

the Angler Exploit Kit. Although the exploit code was highly obfuscated using the SecureSWF
obfuscation tool, malware samples taking advantage of this vulnerability became publicly
available, so | decided to dig inte the underlying vulnerability in order to expleit it and write the
corresponding module for Core Impact Pro and Core Insight

require 'msf/core’

class Metasploit3 < Msf::Exploit::Remote
Rank = MormalRanking

include Msf::Exploit::Powershell
include Msf::Exploit::Remote::BrowserExploitServer

Vulnerability overview det initislize(infor(})
super{update_info(info,
When frying to decompress the data in a ByteArray previously compressed with zlib from -'Si's";.\ipt ion' ;i x?‘?obe Flash Player Bytesm
ActionScript code, the underlying ActionScript Virtual Machine (AVM) will handle this operation in This module exploits an use after free vulnerabili
wvulnerability occurs in the ByteArray::Uncompressv

the ByteArrayUncompressViaZlibVanant method. This method makes use of the to uncompress() a malformed byte stream. This modu
ByteArray::Grower class in order to dynamically grow the destination buffer for the on l'li"'dm:s 7 5P1 (32 bits), TE 8 to IE 11 and Flas
decompressed data 1 16.0.0.235.

‘License’ =» MSF_LICENSE,

"Author’ =»

After a successful growth of the destination buffer, the destructor of the Grower class will notify
all the subscribers of the compressed ByteArray that they must use the newly-grown buffer. One ‘Unknown', # Vulnerability discovery and exploit
. . hdarwin', # Public exploit by @hdarwins2a

example of a subseriber for a ByteArray is the global "juan vazquez' # msf module
ApplicationDomain.currentDomain.demainMemory property, which can be set to hold a global - L s .
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Example Exploit Frameworks
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Exploit Kit

Exploitkits are toolkits that are usedfor the purposeof

spreading malware e

automate the exploitation of clientside vulnerabilities,
come with pre-written exploit code and the kit user
doesnot needto have experiencan Vulnerabilitiesor

Exploits
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Exploit Kit

The exploit page finds out what your PC
is vulnerable to...

The webpage contacts a
malicious exploit kit page

\ ..and chooses exploits that will
You visit a specnflcally mfect your PC
compromised webpage

Your PC \ ‘ -

Image:http://www.microsoft.com/security/portal/mmpc/threat/exploits.aspx
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Exploit Kit
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Example Exploit Kits
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Methodology
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2015 Exploits

Microsoft: 21%

Adobe : 13%

RedHat: 3%

Symantec: 3%
Mozilla: 3%

B microsoft M adobe apple

mredhat B symantec H mozilla

Hnovell B mcafee B canonical

H web-dorado B devdpress mibm

Hisc Hgnu ®m php

M samba M oracle H openssl

Hvmware H moodle H gemu

m foxitsoftware M proftpd W fedoraproject

H google H xen H manageengine ®
B samsung u fortinet m zohocorp @ Qgﬁ!;lé
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2015Exploits: Remote vs. Local
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2015Exploits: Remote vs. Local

CVE20150349: Adobe Flash Player APSB&Multiple
Remote Code Execution Vulnerabilities

CVE20152545: Microsoft Office CVE 152545 Remote Code
Execution Vulnerability

CVE20150014: Microsoft Windows CVI150014 Telnet
Service Buffer Overflow Vulnerability

CVE20152789: Foxit Reader C\ZB152789 Local Privilege
Escalation Vulnerability

CVE20152219: Lenovo System Update 'SUService.exe' CVE
20152219 Local Privilege Escalation Vulnerability

CVE2015-0002: Microsoft Windows CVE)150002 Local
Privilege Escalation Vulnerability

CVE20151635: Microsoft Windows HTTP Protocol Stack- CVECVE20150003: Microsoft Windows Kernel 'Win32k.sys' €EVE

20151635 Remote Code Execution Vulnerability

CVE20150273: PHP CVH150273 Use After Free Remote
Code Execution Vulnerability

CVE20155477: 1ISC BIND GY&155477 Remote Denial of
Service Vulnerability

CVE20152590: Oracle Java SE €0E52590 Remote Security
Vulnerability

CVE20152350:MikroTikRouterOSCross Site Request Forgery
Vulnerability

CVE20150802: Mozilla Firefox CvE150802 Security Bypass
Vulnerability

CVE20151487: Symantec Endpoint Protection Manager-CVE
20151487 Arbitrary File Write Vulnerability

CVE20154455: WordPress Aviary Image Editor Axhd-or
Gravity Forms Plugin Arbitrary File Upload Vulnerability

20150003 Local Privilege Escalation Vulnerability

CVE20151515:SoftSpherddefenseWalPersonal Firewall
‘dwall.sys' Local Privilege Escalation Vulnerability

CVE20151328: Ubuntu Linux CVI151328 Local Privilege
Escalation Vulnerability

CVE20151701: Microsoft Windows CVE151701 Local
Privilege Escalation Vulnerability

CVE2015-3246:libuserCVE20153246 Local Privilege
Escalation Vulnerability

CVE20151724: Microsoft Windows Kernel Use After Free -CVE
20151724 Local Privilege Escalation Vulnerability

CVE20152360: Microsoft Windows Kernel 'Win32k.sys' €VE
20152360 Local Privilege Escalation Vulnerability

CVE20155737:FortiClientCVE20155737 Multiple Local

oo
Information Disclosure Vulnerabilities S



2015 Exploits:
84% can be compromised Remotely
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2015Exploits: Remote vs. Local

Remotely Exploitable
43
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Lateral Movement

http://about -threats.trendmicro.com/clouetontent/us/ent-primers/pdf/tlp_lateral _movement.pdf



