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Topics covered in this presentation 

VObligatory introductions and 

background 

VThe value of trained human sensors 

VUnderstanding the phishing challenge 

from the attackerôs perspective 

VExamples of the effort (or lack thereof) 

that goes into creating a compelling 

phishing story 

VWhat can we do with this? 

VQ&A 
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ñOne of the most valuable resources in detecting and 

responding to cyber-attacks is accurate and timely threat 

intelligence.ò 
Kevin Mandia, CEO Mandiant, to Select Committee on Intelligence, February 14, 2013 
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Can resilient humans be threat detectors? 

ÅPeople respond to 

emails quickly 

ÅEmpowered and 

encouraged users 

report 

Å IR & SOC teams get 

relevant and timely 

threat intelligence 

 

 

 

 

Potential threat intelligence 
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How do we get employees to report suspicious 

email? 

ÅUnfortunately most organizations are not doing it 

ÅClumsy user experience 

ñDouble-click the email because it doesnôt work 

in the preview. Click the File Tab, scroll down to 

Options, place your Mouse cursor in Internet 

Headers, Click, hit Ctrl-A, then Ctrl-C, then 

forward the email, Control-V the headers on the 

clip board, then click Send. 

   

                         Only 10 steps!  Easy right? 
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Å Simplified single-click reporting for users 

Å Standardized submission format for IR/help desk 

Å Reported PhishMe scenarios reflected in reporting 

Å Fully customizable 

Å Enterprise-wide deployment 

Users who learn to not fall for phishing attacks also learn to report them. 

PhishMeôs Reporter is a one-click button for users to send in near- real time 

threat data. 

PhishMe Reporter ï one click 
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Current Reporter install statistics 

29   Fully deployed enterprise customers 

 

3   In the middle of deployment 

 

27   engaged with PhishMe Operations in 

deployment planning (est. ~300,000+ installs)  

 

512,116   active installs 
                                                   and more to comeé 
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J Rate of report is higher then failure 

Customer deployed PhishMe Reporter, 

then ran a phishing simulation. The 

results: 

Two diligent users flagged the attack  ï 10 

seconds before the first compromised user 

clicked on the fraudulent link. 
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Millions of phishing emails 

Weôve spent six years 

understanding human behavior 

relating to phishing and the 

impact of simulations. 

 

  Motivation to change behavior?  

  

What about the behavior of the attackers?é 
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Enabled humans report phishing 

Source:  NERC HILF Report, June 2010 (http://www.nerc.com/files/HILF.pdf) 
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Is phishing easy? 

 

The classic Attackers vs. Defenders arguments seem to 

gloss over the effort involvedé  
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Phishing operations examined: Recon 

ÅReconnaissance for targeting  

ïEmail addresses from simple internet searches 

ïMining social networks 

ïSpam lists 

ïPaid private lists 

 

*Image created by Seculert 
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Phishing operations examined: Weaponization 

ÅExploit writers 

ÅJavaScript expertise 

ÅCode packers and obfuscation 

ÅRemote Administration Tools ï Custom or Modified 

   é 

  Data-Entry credential stealing phishing? 

*Image created by Seculert 
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Phishing operations examined: Delivery 

Å Send email collect shells. Easy right? 

Å Brand protection & site take down. E.g. login.peypal.net 

Å Spoofing still viable? SPF, DKIM, é 

Å Attachment delivery? Zip it? Password zip it? 

Å Anti-Spam products are a problemé 

ï Attackers using gmail.com, yahoo.com, hotmail.com, etc.. 

Å Time of day?  

Å Mobile devices? 

 

*Image created by Seculert 
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Phishing operations examined: Exploit 

Å x86 Win32 ï time of day matters 

Å Advances in end-point protection 

Å Application whitelisting 

Å Email scanning gateways 

Å URL detonation 

Å Sandboxes 

Å Phishing with only links? 

ï Site categorization 

ï Evolving browser protections 

 

 

 

*Image created by Seculert 
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Phishing operations examined: Recap 

Letôs recapé 

We found targets, prepared our email sending environment 

to ensure delivery and weôve overcome the problems of 

exploitation. We can either get exploit attachments in, or lure 

phishing victims to our prepared, whitelisted, categorized site 

designed to deliver the payload. We are either defeating 

sandboxes or our malware is designed in such a way that 

analysis either takes too long or provides inconclusive 

results in the sandbox to set off alerts.   Game Over?...  

 

 

 

 

 

*Image created by Seculert 
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Phishing operations examined 

é But you are still not done. 

Plant backdoors, connect outbound, exfiltration 

 

 

 

*Image created by Seculert 
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Phishing clearly isnôt easy 

A mastery of exploitation and internet 

technologies is required  

 

 But some soft skills are required too 

 

  Letôs examine the phishing storyé 

 

 

*Image created by Seculert 
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The phishing story, the hook 

Attackers need a good story,é a plot,.. a 

compelling reason to Click 

 

Letôs examine the perspective 

from three groups: 

Advanced Threats, Crimeware 

 and the PhishMe Content Team 
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PhishMe has sent millions upon millions of 

phishing emails 

Weôve learned quite a bit about motivation and 
human behavior 

ÅEmotions: Fear, Reward, Curiosity, Greed 

ÅTiming 

ÅUrgency 

ÅDisplay issues 

ÅTranslation into native languages 

ÅAdjusting for cultural norms 

ÅOutlook, Gmail, Lotus, Bloomberg Terminals, iOS, 
Android, Blackberry 
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Now letôs look at some Crimeware examples 

Common themes: 
ïFaxes, Voicemails, ACH notices, Package Delivery 

ïThe PhishMe blog has many examples 

ïCryptolocker 
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June 13th: Project Dyre: New RAT Slurps Bank 

Credentials, Bypasses SSL 

PhishMe blog first to publish details about Dyre RAT 

June 13th: http://phishme.com/project-dyre-new-rat-slurps-

bank-credentials-bypasses-ssl/ 

ïNew strain, hooks browser, new method for capturing POST data 
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