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Topics covered In this presentation

V Obligatory introductions and
background

V The value of trained human sensors

V Understanding the phishing challenge
from the attackero

V Examples of the effort (or lack thereof)
that goes into creating a compelling
phishing story

V What can we do with this?

V Q&A
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Can resilient humans be threat detectors?

A People respond to
emails quickly

A Empowered and

encouraged users 2 5o
report .

A IR & SOC teams get
relevant and timely
threat intelligence

Potential threat intelligence
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How do we get employees to report suspicious
email?

A Unfortunately most organizations are not doing it
A Clumsy user experience

fDouble-click the email because it d o e swoidk t
In the preview. Click the File Tab, scroll down to
Options, place your Mouse cursor in Internet
Headers, Click, hit Ctrl-A, then Citrl-C, then
forward the email, Control-V the headers on the
clip board, then click Send.

Only 10 steps! Easy right?
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PhishMe Reporter i one click
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© If there are problems with how this message is displayed, click here to view it in a web browser.

From: Plasmahsmg Itd <sales=plasmatising.co.uk@mail55.wdc03.rsgsv.net> on behalf of ' ' Plasmatising Itd <sales

- L

Sent: Wed 4/10/2013 5:15 AM

(/3\ Simplified single-click reporting for users
Standardized submission format for IR/help desk
Reported PhishMe scenarios reflected in reporting
Fully customizable

Enterprise-wide deployment Y

(e 3o 3o >

Users who learn to not fall for phishing attacks also learn to report them.
Phi s h Me 0 s isRenp-dickbwtton for users to send in near- real time
threat data.
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«
Current Reporter install statistics &

29 Fully deployed enterprise customers
3 Inthe middle of deployment

27 engaged with PhishMe Operations in
deployment planning (est. ~300,000+ installs) _.

512,116 active Installs

and more t

PHISHME © Copyright 2014 PhishMe, Inc. All rights reserved.



J Rate of report is higher then failure

Responses in First Eight Hours
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Millions of phishing emails

WedOve spent si
understanding human behavior
relating to phishing and the

Impact of simulations. dale

Ay

Motivation to change behavior?

# ‘

Wh at about t hhe behavi or O
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Enabled humans report phishing
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Is phishing easy?

but |t only takes one ph\shing

. ema\\ Game over!

The classic Attackers vs. Defenders arguments seem to
gl oss over the effort 1T nvol vi
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Phishing operations examined: Recon

A Reconnaissance for targeting
I Email addresses from simple internet searches
I Mining social networks
I Spam lists
I Paid private lists

N\, Weapon N, |
-ization

*Image created by Seculert

Cyber Threat Kill Chain
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Phishing operations examined: Weaponization

A Exploit writers

A JavaScript expertise

A Code packers and obfuscation

A Remote Administration Tools i Custom or Modified
é
Data-Entry credential stealing phishing?

N\, Weapon % |
-ization

*Image created by Seculert

Cyber Threat Kill Chain
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Phishing operations examined: Delivery

Send email collect shells. Easy right?

Brand protection & site take down. E.g. login.peypal.net
Spoofing still viable? SPF, DKI M,
Attachment delivery? Zip it? Password zip it?

Ant-Spam products are a probl eme
I Attackers using gmail.com, yahoo.com, hotmail.com, etc..

Time of day?
Mobile devices?

. Weapon % |
-ization

*Image created by Seculert

o o Do Do To Do o

Cyber Threat Kill Chain
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Phishing operations examined: Exploit

x86 Win32 i time of day matters
Advances in end-point protection
Application whitelisting
Email scanning gateways
URL detonation
Sandboxes
Phishing with only links?
I Site categorization
I Evolving browser protections

Weapon X _
-ization

*Image created by Seculert

To To To To Do Do Iw

Cyber Threat Kill Chain
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Phishing operations examined: Recap

L etrbesc ap é

We found targets, prepared our email sending environment
to ensure delivery and w e 0 avercome the problems of
exploitation. We can either get exploit attachments in, or lure
phishing victims to our prepared, whitelisted, categorized site
designed to deliver the payload. We are either defeating
sandboxes or our malware is designed in such a way that
analysis either takes too long or provides inconclusive
results in the sandbox to set off alerts. Game Over?...

N\ Weapon
- 4 -ization
- *Image creatgg by Seculert "

Cyber Threat Kill Chain
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Phishing operations examined

€ But you are stild!]l not done.
Plant backdoors, connect outbound, exfiltration

|, Weapon
-ization
u *Image creatgg by Seculert "

Cyber Threat Kill Chain
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Phi shing cleasar | | snot

-ization

f
*Image created by Seculert

,,,,,,, Cyber Threat Kill Chain

A mastery of exploitation and internet
technologies is required

But some soft skills are required too

Let 0s examine the pl
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The phishing story, the hook

Attackers need a good
compelling reason to Click (I}

Let 0s examine t he S
from three groups: W
Advanced Threats, Crimeware




PhishMe has sent millions upon millions of
phishing emails

Weove | earned quite a bit
human behavior

A Emotions: Fear, Reward, Curiosity, Greed

A Timing

A Urgency

A Display issues

A Translation into native languages
A Adjusting for cultural norms

A Outlook, Gmail, Lotus, Bloomberg Terminals, iOS,
Android, Blackberry
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Halloween Costumes at Work

Email detailing examples of inappropriate Halloween costumes in the workplace.

From: Aaron Higbee <brandie.wiese>
Subject: Fw: Please review: Appropriate Halloween costume picture gallery!

Halloween!wif

Let’s keep it fun, but appropriate! ...

REMINDER

We have sent you this email before, but you did not view the gallery. Viewing the gallery is mandatory.

: Greetings
) |RECIPIENT NAME]

Please take a moment to review this photo gallery. Unfortunately in years past, people have used
Halloween as an excuse 1o wear inappropriate and trashy attire in the work place. This email serves
as notice to what is and isn't acceptable for Halloween.,

These are actual costumes from past events...

FREE
Mammogram 5%

View Gallery



Refrigerator Webcam

A webcam has been setup in the kitchen to monitor refrigerator thieves.

From: Brooklyn Sangster <notices@webaccess-email.com>
Subject: Help Stop Refrigerator Thieves!

Due to a number of reports from employees we are making a new
addition to the kitchen

We've placed a webcam in the kitchen area as a
preventitive measure to help manage the amount of
incidents of food being removed from the refrigerator
that does not belong to you. Instructions on how to
access your webcam have been provided below in the
instructions attachment.

Watch the live feed from the camera now!
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Now | et ds | ook at

Common themes:

I Faxes, Voicemails, ACH notices, Package Delivery
I The PhishMe blog has many examples

i Cryptolocker €3 INCOMING FAX REPORT : Remote ID: 385-567-7335
Incoming Fax
Sent: Wednesday, May 28, 2014 at 5:52 AM
=

EERREEREREER R RRR RN RN TR RN AR R AR R RS RN RERE R RN E RN

INCOMING FAX REPORT

LA R AR R A R RS AR AR AR AR R R R L R R R R R R R A AR A R R L L

Date/Time: Wed, 28 May 2014 09:63:11 GMT
Speed: 4010bps

Connection time: 03:08

Pages: 0

Resolution: Normal

Remote ID: 385-567-7335

Line number: 4

DTMF/DID:

Description: Internal only

To download / view file please click here

EEXEXEXEXEEEXEEXREEBTEIXLRETRREER R AR X R R EXAEEEREEEXREERETTREE X
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June 13™: Project Dyre: New RAT Slurps Bank
Credentials, Bypasses SSL

PhishMe blog first to publish details about Dyre RAT

June 13t: http://phishme.com/project-dyre-new-rat-slurps-
bank-credentials-bypasses-ssl/
I New strain, hooks browser, new method for capturing POST data

Your FED TAX payment (ID:418IRS971175669) was Rejected
TAX

Sent: Tuesday, June 10, 2014 at 4:26 PM
To:

*** PLEASE DO NOT RESPOND TO THIS EMAIL ***

Your federal Tax payment (ID: 4I8IRS971175669), recently sent from your checking account was returned by the your financial
institution.

For more information, please download notification below. (Security PDF Adobe file)

https://www.cubby.com/pl/Document ©87341-436175.zip/ d697bc8fd756484880a1115f141d9229

Transaction Number: 4I8IRS971175669}

Payment Amount: $ 5936.74
Transaction status: Rejected

ACH Trace Number: 6666666666
Transaction Type: ACH Debit Payment-DDA

Internal Revenue Service
Metro Plex 1, 84e1 Corporate Drive, Suite 3@, Landover, MD 20785.

pHiISHME
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