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Field Guide to Thieves

● Lots of reasons why people 
steal.

● It seems to be the second 
oldest profession.

● They still exist but never 
really got a good 
reputation.

Greed

Envy

Narcissism

Pride

Necessity

Justice
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New Thieves

● The New Thief steals for equality and 
justice.

– Provides justification to the concept of theft.

● Began in 13th or 14th century. By 1500s 
Robin Hood is called a scoundrel by writers 
and intellectuals.

● The 16th century makes him a nobleman 
fighting for the common people.

● Story propagates among the poor and 
frustrated.

Russia - Basil Fool for Christ 
Japan - Ishikawa Goemon
Slavik - Juraj Jánošík
Brazil - Lampião
Ukrain - Ustym Karmaliuk
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New Thieves in Modern Society

● Socially acceptable behavior?
– DRM crackers

– e-book file-sharers

– Music and movie downloaders

– Copying pages from books in a library

– Borrowing proprietary forms and templates 
for “internal use only”.

– Using and sharing unlicensed fonts.

– Cracking or sharing licensed software.

– Using shareware and crippleware beyond the 
expiration date.

Would you rather live next to a convicted 
burglar or a convicted P2P file sharer?
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NEW New Thieves

● They Steal, Break and 
Enter, Trespass, Circumvent 
security controls, and 
Expose weaknesses to prove 
security is weak.

● Comprised of:

– Students

– Journalists

– Security “Pros”

– Watchdog groups

– Vigilantes

– Hackers

Challenges 
Authority

Skeptic Watches way too 
much TV

Wants to save 
you from 
yourself

Smarter than 
“the man”
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How Many New New Thieves Are Hackers?

● From 1073 Questionnaires since 2006

● Two groups fit the profile:

– 12 – 15 year old Lamers (Wanna-be)

– 17 – 40 year Ethical Hackers

● 6% female

● 61% started btwn. 10 and 15 yrs of age

● 39% poor and 43% rich

● 40% have university degrees

16% Curious
10% Happy
9% Committed
7% Unsatisfied
5% Paranoid
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Wanna-be Lamers

● Use hacker techniques without knowing or having the curiosity 
to learn in which way they function.

● They use hacker toolkits,  downloadable for free from the 
Internet which automatize processes (and which often include 
mistakes and backdoors). 

● Despite not having the skills, they introduce themselves as 
hackers on other BBSs (of lower technical level), where they 
leave a large number of messages with the aim of attracting 
attention.

● Think High School Hackers.
"School officials maintain that in both cases, the students involved 

in the breaches didn’t do so for identity theft purposes, but rather 

were “motivated by an irresponsible interest in determining 

whether they could infiltrate the network and circumvent the 

safeguards.”"
--May 23, 2008, Kelly Jackson Higgins, Dark Reading
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Danger from the Lamer

● No hacker ethics, not worried about 
knowing the rules, they also don't worry 
about crashing/damaging systems or  
deleting/modifying information, if this is 
part of their purpose.

● It is possible that damages happen due to 
inexperience and a lack of proper technical 
skills.
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Stopping the Lamer

● Laws have no deterrent effect.

● Convictions inflicted on other hackers or by police raids 
have no deterrent effect.

● Deterred easily by technical difficulties and for this reason 
it is also improbable that they actually commit acts that 
violate the law.

● Are rarely under investigation or are convicted. 
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Ethical Hackers

● Highly sophisticated.

● Think “Morris” worm. 

● They are creative hackers and prefer creating their own 
software and exploits because their attacks are generally unique 
and clever.

● They prefer manual attacks over automated “mass” attacks. 
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Danger from the Ethical Hacker

● They limit themselves in violating systems: it is exciting and 
satisfying to get into a system which is considered safe/secure.

● They advise the System Admin of the vulnerabilities they have 
exploited and sometime indicate the exploit they used often 
offering security advice for free.

● They rarely do damage or steal data except to prove a point.

● Think Carleton Hacker in Ontario.

"A 20-year-old student at Carleton University in Ottawa, Ontario, faces criminal charges after he allegedly breached the security of the school's network and then sent a 16-page report detailing the security issues and potential solutions to network administrators and other students."
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Stopping the Ethical Hacker

● Laws have no deterrent effect.

● They aren't afraid of convictions on other hackers or by police 
raids but are afraid of prison.

● They are among those who have the lowest penalties due to the 
fact that they obey to the hacker Ethics which forbids them 
from causing damage or deleting/modifying data.

● If convicted, they will stop doing hacking generally after the 
first sentence and become IT security professionals.

● They aren't deterred by technical difficulties.
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Sounds Like a New New Thief
● I want to know if I submit my credit card to 
the on-line store that it will be handled 
securely.

● I want to show the Government's security 
requirements are a joke.

● I want to expose to the world that a piece of 
software is badly written and will allow anyone 
access to data.

● I want to prove that an organization which 
calls itself an authority is vulnerable too.

● I want to prove this security measure is 
inadequate before other people lose their data.

● I want to secure my stuff so I need to know 
how hacker's think.

● I want to show you how vulnerable my 
school/work/friend is to DoS attacks, Social 
Engineering, Rootkits, and Key Loggers.
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In Their Words

Q: Do (or Did) you obey to the hacker’s ethics? 
Why?

A: I obey my ethics and my rules, not ethics in general. 
The reason for this is that I don’t like to follow what 
other people are doing. Ethics are like rules and laws, 
other people are writing them for you and even if 
sometimes they sound fair and correct, always behind the 
sweet and hypnotic words there is a trap restricting 
personal freedom. I am not a sheep who follows ethical or 
legal rules in general.

Q: How do you perceive your hacking/phreaking 
activity: legal or illegal?
  
A: I don’t accept the terms legal and illegal. 
Accepting these terms means that I have the same 
point of view as people who have nothing common 
with me. 
Ok, I’ll try to be more specific to help you with this 
questionnaire. To me, my activities are legal, to 
others, they are illegal.
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Where They Came From
● Children not getting critical thinking skills in school become adults and professionals unable to defend 

against pseudo-science and illogical arguments.

● Ill-quipped educators lack hard skills and resources to teach “how to” security beyond solutions and 
programs sponsored by lobby groups churn out adults who are only product-savvy.

● University papers based more and more on faulty research and inaccurate data sets have become poor 
security solutions with limited ability.

● A shaky security culture/industry built on best practices, short-cuts, and Google research means most 
better ideas and best practices are based on bad assumptions.
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Admitting We Have a Problem

● As children we start with conflicting messages.

– Don't talk to strangers.

– The Policeman, Fireman, and Teacher are there to help us.

● We are inundated by false advertising.

– 97% fat free yogurt!

– Boosts the immune system to help fight colds!

● Companies hide behind soft definitions to cover their asses.

– Well, since there's no such thing as perfect security there's no 
guarantee you won't get hacked.

– There is no defense against a dedicated attacker.

– Security is a process not a solution.
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Feeling the Problem

● Many trusted industries have lied to us (or at least covered up 
the fact that they were ever wrong). 

– We accept that most industries don't put our best interests over their 
bottom line.

– We don't accept if they lie to us. (So they cover it up).

– We accept they make mistakes.

– We accept that there are ALWAYS risks.

– We accept that sometimes someone gets hurt.

● The Pharmaceutical industry makes the Security industry look 
like matronly angels in diffused lighting in a pastoral setting 
covered in butterflies and rainbows.

● The security industry is catching up though.
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Wake Up!

● Many industries like the security industry follow certain 
patterns where good intentions are skewed from reality for 
maximum commercial potential.

● More than likely you already doubt the sincerity and security 
claims of many security vendors, enough to have a cynical eye 
on the industry.

● But what about those who don't? What about those who blindly 
trust the security industry? Do you think they want to learn it's 
all a lie? Wouldn't it be shocking?

● This is how others (and maybe you) recognize it:

– How They Advise Us.

– How They Get Away With It.

– The Truth About Protection
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● Annual or twice-annual reviews.

● Good habits requires re-applying protection 3x a day.

● If you don't know what's in it then don't touch it.

● Use only industry certified products for best results.

● Tell people that the problem is caused by bad habits and their 
residual effects.

● Various upgrades and hi-tech solutions exist to improve 
protection measures and aide self-inspections.

● Industry people refer to people who are against this advice as 
conspiracy theorists and crackpots.

● Even most consumer websites with public information, even 
governmental ones, focus on this same generic advice.

How They Advise Us
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Why They Get Away With It
● Work is considered expensive and consists mostly of 

inspections, cleaning up, and patching although some rebuilding 
may be necessary.  

● Reviews are nearly impossible for the owner to follow while they 
happen and written reports are usually difficult to comprehend. 
So you almost have to believe what they tell you.

● They encourage you to start using protective techniques early 
on and develop good habits to minimize potential damage. (Get 
'em spending early.)

● Very few if any actual regulations exist in regards to the 
requirements of most people or how adults must provide it for 
their children. Problems then can only spread.

● Acceptable insurance coverage is difficult to find, expensive, 
and often poorly implemented.
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The Truth About Protection

● Problems are caused by interactions in an environment not 
designed to separate proper use from a mutating threat.

● The same solution that keeps out the bad even if it mutates will 
also keep out the good.

● The best solutions are time intensive, costly, and make the 
environment unpleasant at best and sometimes unusable.

● Threats return. They are ever-present within such a hostile 
environment. 

● Threats are unavoidable because to survive, you need to put 
yourself out there which inevitably means you expose yourself to 
them.

● Even “normal” and “expected” use will create unintended 
interactions.
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Consider You've Been Scammed

● That was not the security industry! That was the dental 
industry. Did you notice? Most people trust their Dentist.

● The dental industry has been very, very good at looking like 
they are helping people manage the threat when in essence they 
are teaching them to control the impact of the threat.

– That's like the difference between avoiding a bomb and just surviving 
an attack.

● Security industry seems to have learned from them.
Caries caused by bacteria, primarily 
Streptococcus mutans but may be 
others and do mutate, which sticks to 
the surface of teeth. While metabolizing 
its food, the microbe produces a dilute 
acid that eats away at the tooth. The 
bacteria is re-introduced whenever 
putting things in one's mouth, especially 
another person's mouth.
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ISECOM is Part of the Solution

● Hacker Profiling Project (HPP)

– Understand motives, techniques, and culture.

● Child Safety and Security Methodology (CSSM)

– Create a good foundation without contradictions.

● National Security Methodology

– Get security facts in the hands of legislators.

● Hacker Highschool (HHS)

– Teach resourcefulness and respect for security and controls.

● Open Source Security Testing Methodology Manual (OSSTMM)

– Factual security research.
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We Need “Critical Security Thinking”

● Meaningless Statistics: Half the hackers at Blackhat can totally 
0wn everyone at the conference!

● False Dichotomy: Terrorists want no better than to ruin our way 
of life so either we shut our borders to outsiders or we invade 
where they live and hunt them to extinction.

● Hasty generalization: Hackers are bad people and bad people 
with that kind of power over the world's information systems 
should be locked away. 

● Perfect Solution Fallacy: Anti-Virus is a dumb idea because 
people are still going to get hacked and rootkitted.
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● Begging the Question: Any good policeman will tell you that if 
someone breaks into your house they'll determined enough to 
kill you to get what they want.

● Statistics of Small Numbers: My parents never lock their front 
door and nothing ever happened to them.

● Two wrongs make a right: The music industry is full of crooks 
who steal from the musicians so it serves them right if I don't 
pay to download their music.

● Substituting Famous Quotes: You wanna be a New New Thief, 
well, you should know, “curiosity killed the cat”.
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We Need to Teach Facts

● Actual researched facts and not re-hashed best practices and 
anecdotal “what works” type non-facts dressed up as facts.

● This resulted in a macro view of security. 

– Consider how differently we viewed the world after we found the atom.

● Knowing the building blocks of what security really is makes 
many more things possible.

– ...Like meaningful security metrics.

– ...Like no more security patching.

– ...Like no more “security is a process” talk.
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Is it Enough?

● Will there be a big enough change in the security industry?

● Will it make a difference?

● Will people still feel compelled to circumvent security just to 
prove it can be done?

● Will society embrace it? Will the law?

● New New Thieves are a result of what we have accepted as a 
society. 

– We cannot change that but we can prepare for it. 

– We can be aware.

– We can change ourselves, how we work, and what we know.
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Do We Need These New New Thieves?

● Benefits:
– Authorities kept in check.

– Vulnerabilities exposed.

– Criminals no longer have the 
knowledge alone.

– Attack can prove security limitations.

– More people aware of security 
defects.

– Frustrates criminals.

– Provides justice.
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We Don't Need New New Thieves.

● Disadvantages:
– Any authority? 

– Vulnerabilities may not be easily 
fixable.

– Criminals no longer have to research 
alone.

– Attack may prove nothing if not 
handled scientifically.

– People desensitized from too much 
security info.

– Frustrates security professionals.

– Is illegal.
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Me: Pete Herzog

● Role: 

– Managing Director of ISECOM

● Leading Roles:

– ISECOM, OSSTMM, Hacker Highschool, etc.

● Goals and Ambitions:

– Yes, I have them.  They're something lofty.

● Turn-Ons:

– The “Eureka” moment and other mind-blowing ideas.

● Turn-Offs:

– Malicious ignorance.
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ISECOM

● Institute for Security and Open Methodologies (Est. 2002)

● A registered Non-Profit Organization 

● Offices in Barcelona, Spain and New York, U.S.A.

● Open Source Community using Open and Peer Review to assure 
Quality and develop a chain of trust to create an Authority.

● A certification authority grounded in trust and backed by 
Academic Institutions (La Salle college and university network).
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ISECOM Philosophy

● Make sense of security.

– The humanization of testing into an 
art form rather than a science 
introduces all sorts of analysis 
errors.

– Understanding who we are as 
Humans and how we think needs to 
change how we perceive and define 
Security.
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About OSSTMM Certification

● Only walk-the-walk certification for security in existence.

● This certification requires no annual dues or fees.

● The certification holder should be reviewed with each new 
major OSSTMM version.

● The certification holder may lose certification if he/she is 
found guilty of breaking the minimum standard of the Rules 
of Engagement as provided within the OSSTMM.

● The certification is only as good as the ISECOM projects 
remain open, free, and peer-reviewed.  Please do your part to 
assure this.

● CERTIFICATION MATTERS!  Many governments are 
mandating OSSTMM certification for employees, contractors, 
and consultants!!
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Know How to Apply the OSSTMM

● OSSTMM Professional Security Analysts
Can analyze test reports and sum up security 

weaknesses.

Are walk-the-walk security personnel who are 
practical and resourceful.

● OSSTMM Professional Security Tester
Can perform OSSTMM tests and verify both 

positives and negatives.

Are go-to security personnel who learn at a 
packet level where even expensive scanning 
tools can’t go.
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SECA Levels and Approach

● Security Enhanced Critical Awareness

– Level 1.  General security and safety critical thinking.

– Level 2.  Aimed at Gatekeepers, Security Guards, Police Personnel, and 
Administrators.

– Level 3.  Aimed at Management, Programmers, and Operations people.

– Level 4.  Aimed at Auditors, Testers, and QC People, and Architects.

– Level 5.  Aimed at Analysts, Military Personnel, and Police Specialists.

– Level 6.  Aimed at Disaster Recovery Specialists, and Anti-Terrorists.
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www.isecom.org
www.osstmm.org
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