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Scan
Scan and attack
Scan and attack (endless
Add Known Device
Info Menu
Action Menu
[7]1 Change preferences
[8] Show preferences
[9] Show logfile
[10] Exit

oth devices
Found h
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99 addr 00:12:37:EA:95:DB
nokia addr 00:12;
Sandra addr 00:16:
Shawn addr 00:12:02:7

2200 addr B0:13:FD:72:C
NB-CHRISTIANE addr 00:10
SGH-E370 addr 00:18:AF:06:
new addr 00:19:B7:
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4 4 Bluetooth Core Protocols

TCS - Telephony Contral Specification
RFComm - Serial Fort Emulation Frotocal
S0P - Service Discovery Protocal

L2CAP - Legical Link Cantral

and Adaptation Frotocel
HCI
LM - Link Manager ’:

Audio Link Manager (L)

Bazeband Specification

Radle Specification
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Bluetooth Device 1 Eluatooth Devies 2
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Combinaben — pairwise key
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Itsahzation ~ used dunng indahzabon only
Master — used for broadcast
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[ ) For Encryption Y
? procedurs f
Encryplion Key| —=&—————3= |Encryplon Key
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Blustocth Device 1 Inlertics Bluetooth Deviee 2
{Claimant) (Verifior)
Random Mumber
Ganeralor
[RMG)
Addrass BD_ADD
ALL_RAND

Link Key Ey
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., BTCrack ¥1.1 - Bluetooth Pin & Linkkey Cracker - Heise Security Release

— Enter the Data — Results
Mz Pin Lencth |9 [~ Use FPGA ;l
BD_ADDR (Master) |
BD_ADDR (Slave) |
LIP_Ir_RAND |
LMP_COMB_KEY (Master) |
LMP_CCME_KEY (Skave) |
LKP_aU_RAMD (Master) I
LMP_aL_RAMD ([ Slave) | Ll
LMP_SRES (Master) | Pin;
LMP_SRES (Slave) | Reset | LK:
—Import Paring Key Exchange
| Browse Crack Exit
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Database server
Bluetooth sensor

Bluetooth discovery mode




30

)

3
o]

120

60
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